SITE TO SITE VPN PARAMETERS 
Contact Details: 
	Contact Information 
	ADRIAN MICROFINANCE Technical Personnel 
	POPSM Technical Personnel

	Primary 
	
	
	MURTAZA M.BHALLOO

	
	Email Address 
	
	Murtaza.bhalloo@utumishi.go.tz

	
	Desk Phone
	
	

	
	Cell Phone 
	
	0754 922085

	Secondary 
	Name 
	
	Elias Mwandu

	
	Email Address 
	
	Elias.mwandu@utumishi.go.tz

	
	Cell Phone 
	
	0687 440175






Technical Information:
	VPN Gateway Device Information 
	ADRIAN MICROFINANCE
	POPSM

	WAN IP Address 
	100.42.191.122
	154.118.230.138

	DN Information of VPN Gateway , if using Certificates 
	NA 
	NA

	Encryption Domain (i.e specific preferable public IP ) 
	
	154.118.230.154 PROD 
154.118.230.155 PROD 
154.118.230.139 TEST 
154.118.230.140 TEST 
154.118.230.141 TEST 
154.118.230.142 TEST 
PORT 9802 FOR TEST 
AND PROD



	Tunnel Properties 
	ADRIAN MICROFINANCE
	POSPM

	
	Protocol 
	
	Ikev2

	Phase 1
	Authentication Method 
	
	Pre-share

	
	Diffie-Hellman Group 
	
	group 14

	
	PFS 
	
	Enable

	
	Encryption Algorithm 
	
	AES 256

	
	Hashing Algorithm 
	
	SHA2-256

	
	Main or Aggressive Mode 
	
	Main

	
	Lifetime (for renegotiation) 
	
	86400 sec

	Phase 2
	Encapsulation (ESP or AH) 
	
	ESP

	
	Encryption Algorithm 
	
	AES 256

	
	Authentication Algorithm 
	
	SHA2-256

	
	Perfect Forward Secrecy 
	
	None

	
	Lifetime (for renegotiation) 
	
	3600 sec

	
	Pre-shared key 
	
	Will be Shared during 
Configuration

	
	IP Ports to be opened:(ICMP mandatory) 
	
	IP (all)



VPN Access Binding Agreement 
∙ I hereby agree to use this VPN for the intended purpose only. 
∙ I will be accountable & responsible in case of any abuse associated with my user ID activities. ∙ I have read and agree to use the POPSM Network resources based on requested reason only ∙ I understand that a VPN connection will be immediately terminated and disabled if any suspicious activity is observed within that connection. ∙ Strong passwords plus token for two factor authentications will be used.

APPROVAL (To be Filled by POPSM and ADRIAN MICROFINANCE )
	Head of ICT 
POPSM
	Full Name
	

	
	Signature 
	Date

	
	
	

	Head of ICT ADRIAN MICROFINANCE
	Full Name
	

	
	Signature 
	Date

	
	
	




